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show spanning-tree NI'TPI) | I

S1# show spanning-tree
VLANOOO1

Spanning tree enabled protocol ieee <- ieee = PVST (802.1D). rstp = Rapid PVS

Root ID Priority 32769
Address 0001.9776.2D5A <- the root's MAC
Cost 19
Port 1(FastEtherneto/1) <- MY root port
Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address ©@00A.4171.1B1C <- my MAC. higher than root's -> I'm not

Interface Role Sts Cost Prio.Nbr Type

Faoe/1 Root FWD 19 128.1 P2p <- toward root

Fa@/2 Altn BLK 19 128.2 P2p <- the blocked one. Altn = alternate
Fao/3 Desg FWD 19 128.3 P2p <- designated for its segment

. Altn / Desg / Root :Role .'root This bridge is the '— D'NTDON :Bridge ID 9IN Root ID

. BLK / FWD : Sts



NIoHNAN NTTN — 2 YHw .2 I

PC> ping -t 192.168.1.2 (Realtime mode!)
reply, reply, reply
-> unplug the ACTIVE link (the one with FWD)

. timeout x30 <- PVST: blocking 20 + listening 15 + learning 15 = 30-50 {

reply
S1# show spanning-tree -> Fa@/2 Altn BLK became Root FWD

all switches: spanning-tree mode rapid-pvst
-> plug back, wait, unplug again

. timeout x2 <- RSTP: 1-3 s

YO XD IPTN Simulation -2 — Realtime -2.29 DW ND TNN AN'D '1M15NN D'WNNWNN' |'2 H 72NN

priority -1 root primary — 3 2Hw .3 I

S3(config)# spanning-tree vlan 1 root primary

S3# show spanning-tree
Root ID Priority 24577 Address ©0DO.BC5A.1234 This bridge is the root
Bridge ID Priority 24577 (priority 24576 sys-id-ext 1)

S2(config)# spanning-tree vlan 1 root secondary -> 28672

S1l(config)# spanning-tree vlan 1 priority 4096 -> manual. multiples of 4096 only

after root changes: the blocked port MOVES. why? the tree is rebuilt from the new root

-> show spanning-tree on all three, before and after. which port is Altn now?

JVYNY — MNN/1I9 WTNN root -NN WTNND TTN1 212N D 1T DIONN VIIDN 24576 = root primary
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I access port with a PC

S1(config)# interface fa@/5

S1l(config-if)# spanning-tree portfast

S1l(config-if)# spanning-tree bpduguard enable
-> PC gets DHCP instantly (no 30 s wait)

I now replace the PC with a switch
%SPANTREE-2-BLOCK_BPDUGUARD: Received BPDU on port Fa@/5 with BPDU Guard enabled. Disabling pd
%PM-4-ERR_DISABLE: bpduguard error detected on Fa@/5, putting Fa@/5 in err-disable state

S1# show interfaces status | include err

Fa@/5 err-disabled

recovery: disconnect the switch, then shutdown / no shutdown

I trunk toward a 'contractor' switch (priority @!)

S1l(config)# interface gio/1

S1(config-if)# spanning-tree guard root

%SPANTREE-2-ROOTGUARD_BLOCK: Root guard blocking port GigabitEthernet®/1 on VLANGGO1.
S1# show spanning-tree inconsistentports

-> Gif/1 Root Inconsistent. our root stays our root

- root port 75N XYW ONID :root guard . err-disabled — BPDU 92'pw 2wnn ONID : bpduguard

DINT YW NIVTIN ‘MY . root-inconsistent

J12'W 302 NINT NRDID — trunk DY .NXP NINN DWW 011D DY P portfast - 2D ID'W A
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, Root ID Address ©0001.9776.2D5A : S2 -1 show spanning-tree WOlwn2 0NN nwihy
S2 -W NNIN Y9NINN .Fae/2 Altn BLK , Fa®/1 Root FWD |, Bridge ID Address ©00A.4171.1B1C

? Fa0/2 -9 NP nneELD'YIvV NN . root NN

TVXINNK TYX |[INNDN

S1) MAC 0001.9776.2D5A 12 W'Y 'N NIN root -N .( Root # Bridge ) root NI S2 23D .1
.DION Fag/2 .(NN11D

> priority 24576 — primary spanning-tree vlan 1 root #( config) S2 NTIPON .2
32768
= Root ID .' root This bridge is the ' —» S2 -2 show spanning-tree NIN'N .3

.Bridge ID

ANNJ 12V DIONN VIIDN .NND) Fa@/2 — Desg FWD 1'0ID ID root -N : Fa@/2 -2 NP NN 4
JNITNI2AN BID -N DY T¥N, $3 — S1 YOPNN 2V NN

-9 s2 Fae/2 -nN TT DIONN VDN’ 120N DY ,"INNI 19 3x  show spanning-tree :TIVMN .5

L. S3 Fao/x

JYVN S¥ pINNN 789 NN2IY NN'ONN — DION VIO 19 |'N root -1, root primary - N2IWN
PON2 MNN/19Y

NN'D2 D'PTI2 DNRY 19 729 NND — n'y'aan I

ANIN NT NN .Bridge ID = Root ID .1

7NN — Altn BLK .2

? RSTP -2 ? PVST -2 19WD1 ping NND .3

? priority — root primary .4

?92pNn — priority 5000 .5

?NNY 11 DIONN VDN, root 'N'YW NNX .6

NP NN — BLOCK_BPDUGUARD- SPANTREE-2 % .7

? err-disabled -DITNY .8
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? Simulation -2 D'TTIN .10

NNAN - NIOIDANN - DION - root :stP — 19 NTAYN — NTI2Y T I

N

NN NIRN DY

NIN2I¥N NIAN NIVTIN MYIL,NIDIDNN 1INT,TVINN MNN/199 :nN0nn

pbwinw 25w Y0 nno —\H%nn

root 'N.0DNID YD T'PON - ? root - Bridge ID - ANN:NJ2V .3x show spanning-tree :5.1.9 [
. Completion .NIYNWN .NTN T¥2 NNYI DION LAID NT'R .NNDI

'N — show spanning-tree . STP :NIIYWD NDD - 2'VON PMI-t- ping [

RSTP - PIN'1I-112'N - D9102 rapid-pvst .NNH]

NT' priority - secondary -nNXIN ININNW ANNY root primary :5.2.5 [J
NY1 1'WDY DIONN NO'N NN/'1DY 3% show spanning-tree

TNVTINN = ANN2 19'9NN ?T'N DHCP . bpduguard + portfast DY Fa@/5 DV PC :STP.pkt UJ

DITNY  .show interfaces status .

NYTINN :DY ? root 'N :root guard 'J2.Gie/1 IV priority @ '|22p'ann [

.show spanning-tree inconsistentports -

DIVTIN 2 - DINT- 1200 + "NKR/19D qnon [
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